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Introduction

1.1 Context

In France water leaks result in 1/5th (20%) of the
water transported on the water distribution net-
work being waster.[1] Water and especially drink-
ing water is a precious ressource that needs to be
handled as such. Current water network infras-
trucutres include minimal to no way to monitor its
strutural integrity, this problem have to be adressed
to ensure optimal and leak free water distribution.

This issue is made worse by the fact that much
of the water network in France is old and built
with materials prone to leaks, such as cast iron and
steel. Smaller towns and rural areas often face even
greater challenges, as they have longer pipelines
and fewer resources to fix or replace them. With-
out proper upgrades and monitoring systems, these
problems will continue to grow, making it harder
to ensure a reliable and efficient water supply.

1.2 Problem Statement

Existing methods for detecting and addressing wa-
ter leaks such as manual inspections, pressure tests,
and acoustic sensors, are often intrusive, very costly,
and inefficient in certain environments. These lim-
itation can and must be adressed by a modern, in-
novative, non-intrusive, and cost effective approach
to a sustainable water network infrastructure.

1.3 Project Objectives

The goal of this project is to bring an innovative
solution for detecting water leaks on public wa-
ter network infrastructure. Our solution leverage
cutting edge sensors, complex distributed wireless
sensor network and advanced analysis algorithms
to tackle this important challenge.

Our objective is not to provide a as-is working solu-
tion for direct industrial deployment but a Proof-of-
Concept. While being mainly a research project, we
kept the potential industrial future in mind during
all the design steps.

w

1.4 Report Structure

This document will explain in a detailed and techni-
cal manner the solution we propose and the choice
we made along the way. We will first begin by a
state of the art on the different ways to address
our water leak detection problem. This section will
help us situate our approach in the water detection
system landscape and propose an innovative solu-
tion. We will then continue by explaining in great
details our solution while trying to be as technical
and rigorous as possible.

1.5 Methodology

This work was done with the agile method. This
means that the software development activities and
the hardware follow an Agile process and are di-
vided into work iterations.

An iteration is called a sprint and lasts a min-
imum of 4 weeks.

An epic is a body of work that can be carried
out over several sprints.

Each epic is divided into user stories.

A user story is a set of tasks that can be car-
ried out over the course of a sprint.

User stories are planned for a sprint during
sprint planning.

User stories are managed in a backlog.

Sprint

Daily

LX)
) QA0
Sprint "m

Team

Backlog Tasks

»

=

Figure 1.1: Agile Method

To use this method efficiently we used Plane an

open website to schedule task with agile status.


https://plane.so/

State of the Art

2.1 Traditional Leak Detection
Methods

Traditional methods for detecting leaks in water
distribution systems have evolved over decades, fo-
cusing on manual and sensor-based approaches.
These techniques, while useful, often face limita-
tions in accuracy, cost, and practicality.

2.1.1 Acoustic Techniques

The oldest and most widely used methods for identi-
fying leaks in water pipelines are probably acoustic
techniques. Theses methods relies on detecting—
most of the time by ear— the noise generated by
water leaks which typically include a specific hiss-
ing "shhhh" sound caused by water escaping pipes
under pressure.

The effectiveness of acoustic detection techniques
greatly depends on three main factors: the pipe ma-
terial, the size of the leak and the surrounding noise
levels. For example, metal based pipes like cast iron
transmit sound significantly more effectively than
plastic pipes making it easier[2] to detect potential
leaks.

Another significant limitation is the necessity to
rely on skilled technician to manually collect and in-
terpret acoustic signals. This narrow down greatly
the scalability of the solution and point out the
impossibility to apply aforesaid techniques for such
a complex and wide issue.

2.1.2 Invasive Methods and Their
Drawbacks

Invasive methods involve directly accessing the
pipeline to inspect or monitor its condition.

2.2 Modern Technologies

Recent advancements in sensors technology (MEMS
- Micro Electro-Mechanical Systems) machine
learning and intelligent algorithms enable modern

leak detection solutions. Theses solution offers sig-
nificant improvements in accuracy, scalability and
cost-effectiveness over traditional methods. These
modern approaches are far more resilient to exter-
nal disturbances and make them ideal for harsh en-
vironments.

2.2.1 Acoustic and Vibration Sen-
sors

Modern solutions extensively uses MEMS acoustic
and vibration sensors, they provide very high sen-
sivity, adaptibility and can be easily integrated in
modern Wireless Sensor Networks. "Acoustic tech-
niques have proven to be effective and are widely
used to locate leaks in water distribution pipes in
many years".[3]

T
1) x §
Water Leak

Figure 2.1: Pinpointing Acoustic Leark Detection
Method[4]

High signal-to-noise ratio accelerometers can
capture vibration frequencies caused by leaks, even
in plastic pipes where attenuation rates are higher.
Marmarokopos et al.[5] demonstrated that these
sensors enable leak detection with greater precision
when placed near potential leak points.

Wavelet transforms applied to acoustic signals
improve leak signature detection in noisy envi-
ronments.  This technique excels in separating
leak-related frequencies from background noise, as
shown by Ahadi and Bakhtiar|[(]

Vibration sensors integrated with wireless networks
allow continuous monitoring of water pipelines with
minimal energy consumption. Virk et al. (2020)
highlighted the effectiveness of low-power sensors
in detecting leaks and minimizing water wastage.|[7]

Hydrophones for Low-Frequency Waves: In buried
pipelines, hydrophones detect low-frequency acous-
tic waves more effectively than accelerometers, es-



pecially in low signal-to-noise ratio environments.
Gao and Liu (2017) demonstrated that hydrophones
outperform accelerometers in such conditions (Gao
et Liu, 2017).[3]

2.2.2 Artificial Intelligence (AI) Ap-
plications

AT technologies have revolutionized leak detection
by automating data analysis and improving classi-
fication accuracy.

Machine Learning Models: Tools like XGBoost
and Support Vector Machines (SVM) are being
used to analyze and classify vibration and acoustic
data to detect leaks. For example Lee and Kim
(2023)[¢] achieved 99.79% accuracy using XGBoost
on vibration data.

Deep Learning with CNNs: Convolutional
Neural Networks (CNNs) are used to handle com-
plex vibration data. Choi and Im (2023)[9] found
that CNN-based models outperformed traditional
SVMs.

Predictive Maintenance: Al systems don’t just
detect leaks they can predict them before they hap-
pen. Gong et al. (2020)[10] developed algorithms
to spot cracks and leaks even in noisy urban envi-
ronments.
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Figure 2.2: Spectral and RMS Analysis of Leak Sce-
nario[10]
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Edge Computing: With machine learning on the
edge, data can be processed on the spot, this re-
duces latency and allows large scale monitoring
without requiring extensive data transmission.[11]

2.3 Summary

2.3.1 Identified Gaps

Traditional leak detection methods like acoustic
techniques or invasive inspections are limited and
not scalable. They depend on skilled technini-
ans, very high costs and limited accuracy espcially
in complex and difficult to access environments.
On the other hand, while modern approaches
leverage advanced techniques like highly sensitive
sensors and complex detection/classification algo-
rithms they lack real world large scale implementa-
tions and associated issues like power consumption,
WSNs implementation or communication. More-
over, the lack of efficient all-in-one cost-effective so-
lution limits the large-scale adoption of these tech-
nologies. These points highlight the need for an
innovative, low-power, non-intrusive, and scalable
system that integrates advanced sensing, machine
learning, and energy-efficient communication pro-
tocols.

2.3.2 Justification for Proposed Ap-
proaches

The proposed approach bridge the limitations of ex-
isting solutions by combining modern MEMS acous-
tic and vibration sensors, advanced spectral analy-
sis and machine learning classification techniques
into in all-in-one hands-on solution. Additionally, a
user-friendly interface ensures better system moni-
toring and large-scale adoption.

HW



System Design and Ar-
chitecture

In this section we will describe our system design
process from the overall system architecture to the
mechanical design passing by the PCB design. We
will try to explain our choices in a concise but tech-
nical manner.

3.1 Principles

Our idea is based on the fact that water leak emits
specific and potentially differentiable spectral signa-
tures. Theses signatures may take different shapes,
whether they come from different vibrations sources
(acoustic or mechanical) our goal is to detect and
classify them.

Figure 3.1: 8kHz Typical Leak Spectral Signature

3.1.1 Leak Detection Principle

Leak localization in a pipeline is achieved by analyz-
ing the amplitude of the leak’s acoustic or vibration
signal detected at two sensor nodes, A and B, po-
sitioned on either side of the suspected leak. The
method relies on the principle of signal attenuation,
where the amplitude of the leak’s spectral signature
decreases as it travels through the pipe.

Spectral Analysis
1

Leaks emit distinct
spectral signatures

- .
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Figure 3.2: Leak Detection Principle
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3.1.2 Leak Localization Principle

Distance
L P qp )
A
Amplitude A Ampiitude B

Figure 3.3: Leak Localization Principle

As explained earlier, when a leak occurs, it gener-
ates acoustic signals that propagate in both direc-
tions along the pipe, the amplitude of these signals,
Amplitude 4 at Node A and Amplitude; at Node B,
depends on the proximity of the leak to each node:
the closer node detects a higher amplitude due to

lower attenuation.



Using the attenuation model, the distance from the
Node A to the leak is given by:

log(Amplitude , /Amplitude )
log(a)

Distance =

Where:

e Amplitude, and Amplitudey are the mea-
sured amplitudes at Nodes A and B.

e « is the attenuation factor which depend on
multiple factors like pipe mateial or leak fer-
quency.

As we know precisely the position of each node

on the network (from the installation) we can de-
duce very precisely the location of the leak.

3.2 Overall System Architec-

ture
ESP32-C3
Processing
f 1
: MEMS 6 Axis IMU LoRa Real Time Power
i [Microphone :i| Tranceiver Clock Features
U g || © d (=
CS-43434 LsM6Ds3J: i | sx1278 (RA-02) DsS3231MZ]: 3at. Monitor
Sensing : : Wireless Sensor Network

Figure 3.4: System Description Diagram

3.2.1 Architecture Description

Illustrates the system’s overall design, from data
collection to leak detection.

3.3 Prototyping Pipe Network

To test our model, we had to find a way of emulating
leaks from a controlled model. Two functionalities
had to be present on the model, the first being the
leak simulator with different types of leak and the
second a classic case simulator to emulate the daily
use of water consumption.

3.3.1 Physical Model Overview

So we basically have this schema done :

Sensor Node

|
3D Model
|

Sensor Node

Water Leak Simulation

Water Supply

Figure 3.5: Representation of the Physical Model

3.3.2 Physical Model Prototype

The final version of our prototype is :

Figure 3.6: Prototype of Physical Model

3.3.3 Challenges

Producing the model was a real challenge. In fact,
we ran into problems right from the start of the de-
sign because none of the team had ever done piping
before. As a result, the final pipe had many uncon-
trolled leaks, and in the end it didn’t work, so we
had to find another solution.

3.4 PCB Design

3.4.1 Choice of EasyEDA

While being fairly experienced with classical CAD
softwares like Altium Designer or KiCAD we made
the thoughtful choice to go for EasyEDA for its ex-
tensive ready-to-use components library. Further-
more, we knew we would manufacture our PCBs us-
ing JCLPCB, EasyEDA is conveniently integrated
to it. All theses choices arise from the tight time
constraints and objectives to be achieved quickly.
All designs are accessible here.

3.4.2 Mark 1 Circuit Design

As we designed Mark 1 very early in the project,
we didn’t fully understand the project’s scope. To
accelerate the design process, we anticipated the



needs and included untested components and mul-
tiple parts for the same function. For example, we
integrated two different microphone technologies
(analog and MEMS) to ensure at least one would
work effectively.

Designing the boards was very challenging, as we
were running short on time we had to make very
quick decision about the component choices and de-
cided to skip to the majority of prototyping phases
to directly jump to the PCB production phase. This
decision paid off, and was highly rewarding: due
to careful design and technical considerations the
soldered PCB came fully working. All the compo-
nents (IMU, Microphone, Microcontroller, Analog
Microphone, LoRa Module) were functionning as
expected. And we could imediately start working
on the implementation of the features.

BV to 3.3V LDO inertial Measurement Unit

. m_E;illﬁl =
o oy =

ce

LoRa Tramcsiver

Electrat Microphons

$X1278 (RA-02)

[

WAL Node MARK 1

Figure 3.7: Mark 1 PCB Render

3.4.3 Mark 2 Circuit Design

Once we had worked with Mark 1 for a while, we
noted some technical improvements to be made and
quickly started the design process for the improved
Mark 2.

When designing Mark 2, we corrected the errors
of Mark 1 and added needed functionalities as we
became more experienced with the project. The
MEMS microphone used in Mark 1 (INMP441) was

deprecated, so we switched to the up-to-date ICS-
43434 equivalent. We implemented new features
like the RTC module for synchronization (once the
communication protocol was defined), a battery
monitoring circuit, and a better low dropout LDO
to improve energy efficiency and meet the high
standards we imposed on ourselves.

Improvements compared to MARK]1 design:

1. Replaced LDO: Upgraded to a very low
dropout (VLD) LDO with minimal quiescent
current to optimize the conversion from 3.7V
to 3.3V, improving energy efficiency and bat-

tery life.

. Reset Pin Integration: Connected the re-
set pin to the SX1278 module, enabling more
reliable control over the LoRa chip.

Microphone Upgrade: Removed the ana-
log electret microphone as the MEMS micro-
phone is far superior, and switched from the
deprecated INMP441 to the new 1CS-43434.

Battery Monitoring System: Added a
system for real-time monitoring of the battery
state to improve energy management.

Real-Time Clock (RTC): Added an RTC
to support node synchronization.

Routing Improvements: Optimized PCB
routing with techniques dynamic track width
and better topology.

e

SX1278 (RA-02
LoRa Transsiver

E]
7]
o
@

IeS-43434 7
MEMS
Mlcrephons

LELE

LSMBDS3 6 Axis
Inertiol Meosursment Unit

B
o

Real Time Clock

WAL Node MARK 2

Figure 3.8: Mark 2 PCB Design
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Figure 3.9: Mark 2 Assembled

3.5 Mechanical Model Design

The mechanical model design aims to create the
physical housing that protects and integrates the
electronic board into the water distribution net-
work. This involves the consideration of the mate-
rials, dimensions, and assembly methods to ensure
durability and adaptability.

3.5.1 Choice of SolidWorks

SolidWorks was chosen as the primary software for
designing the mechanical model due to its robust
features and user-friendly interface. SolidWorks
provides advanced tools for 3D modeling, simula-
tion, and analysis.

3.5.2 Board Housing Design

The sensor case was designed to house the electronic
board that detects leaks in water pipelines. The
design process involved creating a 3D model of the
case, considering factors such as size, shape, and
material. The case was designed to be durable,
with appropriate openings for sensor connections
and mounting points for integration into the water
distribution network.

Figure 3.10: 3D Model Case

For the sound sensor, a dedicated space was
created within the model to ensure direct contact
with the pipeline. This direct contact is essential
for accurately detecting leaks with good informa-
tions. Additionally, screw holes were added to the
case to securely fix both the housing and the elec-
tronic board. This ensures that the components are
firmly held in place, preventing any false vibration
readings.

Figure 3.11: Interior 3D Model

3.5.3 Simulation and Testing

Simulation and testing were conducted to ensure
the mechanical model meets the required specifi-
cations and performs reliably under various condi-
tions. Different models of the sensor case were 3D
printed and tested iteratively. Each one was eval-
uated to identify potential improvements, and the
design was refined accordingly.

Figure 3.12: Stress Simulation

The forces exerted around the pipe are minimal,
but this study is necessary to efficiently model the
housing. The simulation was performed to ensure
that the casing design could withstand external con-
straints without compromising structural integrity.
The analysis focused on identifying stress concen-
tration points and ensuring that the material could
withstand these forces without excessive deforma-
tion.

3.5.4 Improvements and Future

Work

Based on the simulation and testing results, sev-
eral improvements were identified for the mechani-



cal model. These include optimizing the design for
better performance and enhancing the ease of as-
sembly. Future work will focus on implementing
new improvements and conducting further testing
to ensure the model meets all requirements.

Additionally, we plan to develop multiple mod-
els to accommodate different pipeline sizes, ensur-
ing versatility and adaptability in various water dis-
tribution networks. Currently, we are using PLA
(Polylactic Acid) for 3D printing the sensor cases.
In the future, we will explore and select an ideal
plastic material that provides optimal waterproof-
ing and durability, enhancing the overall design and
protection of the electronic board. Exploring new
materials and manufacturing techniques will be con-
sidered to further improve the design.

10
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Communication Proto-
col Architecture

4.0.1 Motivations

The What A Leak project aims to optimize its
performance for data sharing via multiple nodes.
These nodes need to communicate within a certain
range, and because they can be many and far away
from each other, a specific protocol has to be de-
signed. There are two layers in this protocol, the
first one being highlighted in Sec.4.0.8 will be the
data processing layer, with multiple types that can
be transferred and fields specific to the project’s
needs. The second layer will be discussed in Sec.
?7?, each nodes will be able to communicate with
each other to transfer data over long range topology.
These nodes need to identify the fastest path and
will be helped by the main node. A cryptographic
approach will be discussed in the Sub Sec. 77 to
help each node secure its data to the main gateway.
There are some important constraints that we first
need to talk about before entering into the depth of
the tailored protocol. In Sec. ?? every choices in
term of timing, bandwidth, transmission power will
be explained in details.

4.0.2 Node discovery and topology

Spanning tree algorithm, topology will be stored in
the main gateway.

4.0.3 Addressing each Node

ESP-32 are equipped with a Wi-Fi chip, whereas
it has a Wi-Fi antenna or not, its MAC Address is
globally unique accross all devices. Espressif has
the following identifier: 18:8B:0FE, the other 6
bytes can be used as a unique identifier. This will
be used in the first check to give each device a node
ID that will be unique for the given topology.

11

before topology 10 bytes

WAL Header Address SRC | Address DST Command
(3 bytes) (3 bytes) (3 bytes) (1 byte)
after topology 6 bytes
WAL Header Node SRC Node DST Command
(3 bytes) (1 byte) (1 byte) (1 byte)

The destination changes at every node.

Figure 4.1: Start of the packet in two scenarios

During the topology payload each node will
communicate to the main node their MAC address
on 3 bytes. Then an address on 1 byte will be sent
back. This is made so that each packets will be
smaller afterwards. As we can see on the picture
above this does not change anything on the pay-
load, only the final size. For the device to actually
know which type of address the device has to read
we have to look into the WAL header.

4.0.4 Header

The start of each packet is strictly defined with 9
bits which are composed of "wal" in morse code.
Then the version number on 7 bits each, for both
major and minor version. If the version is not
compatible or the 9 bits, which are equal to Oxd4
are not recognized, the packet is instantly rejected.

1 bit is entirely dedicated to the type of address,
either on 3 bytes (MAC based address), or 1 byte
(Node ID given by the gateway). It can be de-
scribed as the following:

What A Leak Header (3 bytes)

Name|wal (0b011010100)

Major i
Versionf— ) 7 bl,ts)
Minor (7 bits)

0: 3 bytes addr  1: 1 byte addr

Figure 4.2: Bits of the header

4.0.5 Command payload

After checking if the packet has a correct header
and if the data that is gathered is destinated to the
correct device, a final check has to be done which is
the command payload. This defines how the data
should like like afterwards. It is entirely contained

in 1 byte with the following bits:



Command (1 byte)

4 bits 0: topology 1: time
2: data 3: battery
1 bit |has_leak

Figure 4.3: Bits of the command

As we can see there are 4 types of command that
can be sent by each device for now. It is stored in
4 bits, which can go up to 15 different commands
that are yet to be defined (user-based could be ap-
plied here). After these command bytes we can have
various data. One bit is dedicated to the has_leak
derivative which is a verdict sent by the node’s in-
ternal AI and FFT! calculus.

4.0.6 Topology payload

Each node on the network need to gather a unique
Node ID as well as its underlying RSSI?. There
could be multiple nodes that are close to the source
device: by this mean, it can send multiple node with
multiple level of signal strengths. This is how the
payload can be described:

topology 3-516 bytes
Nodes Length

(1 byte)

Node ID ‘

RSSI
(1 byte)

(1 byte)

Figure 4.4: Topology Payload

4.0.7 Time payload

The internal RTC? of each node may not be syn-
chronize properly. With this payload, a ping-pong
can be established between the closest device pos-
sible, calculating the possible drift. After testing
with 10 exchanges, the EPOCH can be given on 8
bytes. The device has to add its delay and this way
synchronize completely with the main gate. It has
not been tested yet and may be fully precise, how-
ever, the time difference could be so minimal that
it does not interfer with the FFT.

time (ping)

Epoch GATEWAY
(8 bytes)

24 bytes

Time PONG
(8 bytes)

Time PING
(8 bytes)

Figure 4.5: Time Payload

4.0.8 Data payload

Once everything is setup, it is now the time to send

data. A data payload can have multiple types in

itself, this is why there is 2 bytes header with the
LFFT: Fast Fourier Transform

2RSSI: Received Signal Strength Indicator
SRTC: Real-Time Clock
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type (5-bits) and the size (13-bits). The 4 first bits
are indicator of either 8,16,32 or 64 bits integers or a
floating value (on 32-bits), a final 5th bit determine
the signess of the underlying data.

Type (2 bytes)

uint8 uintl6

5 bits (uint32 uint64
float 0x16: signed

11 bits Size (1-2048)

Figure 4.6: Type bits in Data Payload

The data can then be delivered on 2048 bytes
mazimum.

data

Type + Size
(2 bytes)

3-2051 bytes

Label |

Data
(1 byte) (1-2048 bytes)

Figure 4.7: Data Payload

4.0.9 Battery payload

Sometimes, we need to check the battery level of
each node, a simple value on 1 byte can be send
with the same logic as the topology payload seen in
Sec.4.0.6.

battery

Nodes Length
(1 byte)

3-516 bytes

Node ID
(1 byte)

Battery Level
(1 byte)

Figure 4.8: Battery Payload



Implementation

5.1 Data Collection

As detailed in the detailed architecture, each node
consists of multiple sensors that need to be inte-
grated with the microcontroller. This integration is
essential for collecting physical data and enabling
the various analytical processes needed.

5.1.1 Sensor Specifications

1CS-43434 MEMS Microphone

As detailed in the Principle section, leaks emit
acoustic signals that travel through the pipe wall
and surrounding medium, as the medium has a di-
rect influence on the quality of the transmission and
the system must be medium-agnostic, we had to
choose a high performance acoustic sensor. The
1CS-43434 is a MEMS microphone that perfecty fit
our need. This sensor use the 12S communication
protocol, it is in a way I12C for sound signals.

SPEC HIGH PERFORMANCE LOW-POWER
MODE MODE
Sensitivity -26 dB FS +1 dB -26 dBFS +1dB
SNR 65 dBA 64 dBA
Current 490 pA 230 pA
AOP 120 dB SPL 120 dB SPL
Sample Rate 23 -51.6 kHz 6.25 - 18.75 kHz

Figure 5.1: 1CS-43434 Features|

|

LSM6DS3TR MEMS
Gyroscope

IMU Accelerometer

In order to measure even the most sublte mecani-
cal vibrations we needed an inertial measurement
unit that provide high SNR and sensibility. Al-
ternatively, we wanted to measure a wide range
of frequencies hence a wide bandwidth. Most
IMUs have a limited sample rate, the widely used
MPUG6050 for example only provide a 500Hz band-
with on the Accelerometer. To adress this issue
we looked for a high performance IMU and found
the LSM6DS3TR][13] that provide a 6.664kHz max-
imum sample rate resulting in a 3.3kHz maximum
bandwidth. This sensor provide a standard 12C in-
terface.

13

5.1.2 Data Collection Methods

We developed a hardware abstraction layer for
both the 1CS-43434 MEMS Microphone and the
LSM6DS3TR MEMS IMU Accelerometer Gyro-
scope to facilitate the integration with other tasks
running on freeRTOS. This layer provides a simple
interface for data collection.

Microphone Data Collection
The 1CS-43434 MEMS Microphone uses the I2S

communication protocol to transmit audio data.
The microcontroller is configured to operate in 12S
master mode, receiving audio data from the micro-
phone. The data is sampled at a specified rate and
stored in a buffer for processing.

e Initialization: Configure the I2S interface
with including sample rate, bit resolution and
channel format.

e Data Acquisition: Continuously read audio
data from the I2S interface and store it in a
DMA buffer.

e Data Processing: Apply necessary signal pro-
cessing techniques to extract meaningful in-
formation from the raw audio data.

IMU Data Collection

The LSM6DS3TR MEMS IMU uses 12C to trans-
mit sensor data. The microcontroller communicates
with the IMU to retrieve acceleration and gyroscope
data at a constant interval.

e Initialization: Configure the I12C interface
and initialize the IMU with the desired set-
tings, including sample rate and measurement
range.

Data Acquisition: Periodically read accelera-
tion and gyroscope data from the IMU regis-
ters.

Processing: Apply calibration to ensure accu-
rate sensor data.

5.1.3 Fast Fourier Transform

Detecting water leaks isn’t an easy task. the chal-
lenge mainly lies in the fact that leaks emit acoustic
signals that blend into their surrouding spectral en-
vironment. These signals are most of the time
masked by noise from surround activities like traf-
fic from the road above or machinery. Our solution
had to extract meaningful features ;or leak spectral
signatures; as we call them from this highly chaotic
and unpredictable background.

To tackle this problem we used the Fast Fourier



Transform that converts raw time-domain signals Magnitude Calculation
into the frequency domain, where leak signatures
become more distinguishable.

e The magnitude (for the power spectrum) is
calculated for the first half of the FFT result:

12 I 12
Magnitude[i] = 10 - logy, <M)

N

First Results At first, we had problems with
aliasing which happens when the sampling rate is
too low to capture the signal’s frequencies properly.
This caused distortion and made it hard to anal-
Figure 5.2: FFT Principle| 1] yse. To ﬁx th%s, we ir.lcreased t}}e sampling rate to

88kHz, which is four times the highest frequency we

wanted to observe (22kHz). This solved the issue

FFT Implementation and gave us much clearer and more accurate results.

Initially, we implemented FFT from scratch in C.
While this was a very good way to learn, the imple-
mentation was inefficient and too slow. To address
this, we adopted the ESP-IDF DSP library which is w
optimized for the ESP32 architecture: this signifi-
cantly improved performance.

FFT Spectrum

Magnitude (dB)

3

Buffer Initialization

e Global buffers are allocated and aligned to

cache lines for optimal performance on the ™
ESP39. B we e W ke vhe e

Frequency (Hz)

e A Hann window is applied to reduce spectral Figure 5.3: Aliased FFT Power Spectrum (The
leakage during the FFT process. right part is mirrored at 12kHz)

Signal Processing

e Raw 16-bit data from the sensors is converted
to float and multiplied by the Hann window

. 100 _ ud\u Secrgrm - I 0
function. Ry A T e

e The complex input array is filled, where real ol ] ‘
values are taken from the processed data, and

imaginary values are initialized to zero. ol

Time (Frames)
3
Magnitude (Log Scale)

FFT Computation

e The FFT is computed wusing the
dsps_fft2r_fc32 function from the ESP- A 0 B R I RO G N T
IDF DSP library. ° Freney ) 00

o The Complex data is transformed to real for- Figure 5.4: FFT AliaSing Correction: No more mir-

mat. roring due to high sampling rate



FFT Observations

Figure 5.5: Harmonic Observations

After generating a sinusoidal signal (1) with a fre-
quency of 4.2 kHz, we can clearly see a "vertical
line" at this same frequency. However, we also no-
tice faint traces of odd harmonics of order 3 and
5, visible at 12.5 kHz and 21 kHz, which could
correspond to the 3rd and 5th harmonics. The
harmonics should not be visible if the sinusoid was
perfect.

The Fourier series states that a periodic signal
can be expressed as a sum of harmonics.

x(t) = ap + i [an, cos(2mn fot) + by, sin(27n fot)]

n=1

For a pure sinusoid like x(t) = Asin(2wfot) it al-
ready matches the form of a single term in the
series: by = A, and all other coefficients a,, and b,
for n > 1 are zero.

Thus, a pure sinusoid has no harmonics because
only one term (the fundamental frequency) is
present. The harmonic observations on the sup-
posed pure sinusoid is probably due to the fact that
some quantification noise or imperfections in the
speaker may have distorted the signal.

In (2), we observe the 3rd harmonic when gen-
erating a square wave signal at 4.2 kHz (replacing
the sinusoid in the test scenario). Square wave sig-
nals create multiple harmonics.

The Fourier series for a periodic square wave with
frequency fo, amplitude A, and 50% duty cycle is:

4A K1
z(t) = — — sin(2 t
(t) - Z nsm( mn fot)
n=1,35,...
The square signal is odd, hence a,, = 0 and all
cosine parts equals zero. The summation run over
odd harmonics n = 1,3,5,... with each term de-

creasing in amplitude as +. In a nutshell, square

n
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waves inherently generate odd harmonics of the
fundamental frequency.

In our demonstration, fy = 4.2kHz, the harmonics
should appear at 3fy = 12.6kHz, 5fy, = 21kHz,
and so on.

Square Signal Harmonic Decay

T T T T T

(=)
[an}
T
|

Amplitude
W
(=)
T
|

[\~
(a)
T
|

fo 3fo 5 fo 7fo

Harmonic Order (n)

o

9fo

This validates that our FFT implementation
works well, as it successfully detects the fundamen-
tal frequency and harmonics of both sinusoidal and
square wave signals.

5.2 Data Compression

5.2.1 Problem: Data Compression
for Efficient LoRa Transmis-
sion

In simple terms: the full FFT output consists of an
array of floats values representing the magnitude
data. For our setup, with Ngampres = 1024, the
FFT produces 512 floating-point values. Each float
on the ESP32 is 4 bytes (32 bits), resulting in a
total size of:

FFT Size = 512x32 bits = 16, 384 bits = 2, 048 bytes

However, the maximum packet size for LoRa
communication is only 256 bytes, making it impos-
sible to transmitt the whole FFT in a single packet
and packet fragmentation being a known problem
catalyst and an overall bad practice.

5.2.2 Our Solution: The Naive Ap-
proach

With no background in compression and limited
time, we implemented a simple, suboptimal ap-
proach that reduces data size sufficiently to meet
LoRa’s constraints.

To address the problem stated earlier, we use a
combination of data reduction and lossy compres-
sion techniques to bring the size of the FFT data
down to 128 bytes, achieving a total compression



ratio of 16 : 1. This approach use the specific
characteristics of the signals we measure and their
frequency range to optimize the data transmission.

Some parameters of our setup plays in our favor.
Since we analyze acoustic signals within the 0 Hz
to 22 kHz range, we sample at a rate of 88.2 kHz to
prevent aliasing, respecting the Shannon-Nyquist
criterion with a margin factor of 4 (as 2 times the
criterion leads to severe signal distortion). The
FFT output, which ranges from 0 Hz to 88.2 kHz,
includes significant portions that are either aliased
or distorted. From experience, only the first quar-
ter of the FFT (0 Hz to 22 kHz) is usable.

Audio Spectrogram

1001 AN 4

Time (Frames)
Magnitude (Log Scale)

U, 7, o

15000 17500 20000

7500 10000

Frequency (H2)

12500

Figure 5.6: Sample Rate 44kHz Results in Aliasing

This allows for a preliminary data reduction:
from 512 frequency bins (representing the full 88.2
kHz range) to 128 bins (covering the reduced 22 kHz
range). This reduction alone decreases the data size
to: 128 x 32 bits = 4,096 bits = 512 bytes. Result-
ing in a much more convenient 4 : 1 compression
ratio.

5.2.3 Spectral Analysis of High Pres-
sure Water Leaks

If we look at the waveform of the acoustic signal of
a high pressure water leak, we cannot deduce any-
thing. However looking at the spectrometer things
begin to make sense.
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(high-pressure-water-leak

Figure 5.7: Waveform View of High Pressure Water
Leaks Acoustic Signal

Figure 5.8: Spectrogram View of High Pressure Wa-
ter Leaks Acoustic Signal

In (1) we obeserve typical voice patterns ranging
from 300 to 3400 Hz, it must be filtered in the fu-
ture. In (2) we observe the actual usefull high pres-
sure leak spectral pattern. The ligh trace around
11kHz in (2) correspond to the high frequency com-
ponent of the leak. The two marked traces in (3)
are unidentified but it might be machinery or low
frequency component. If we look carefully we can
see very subtle traces burried in the noise in the
mid-range frequencies.

Figure 5.9: Frequency Spectrum of High Pressure
Water Leak Sample 1

By looking at a different water leak audio sample
we observe the same patterns. In the following case
the high frequency component is shifted to 8kHz.



Figure 5.10: Spectrogram High Pressure Water
Leak Sample 2

On the following Frequency Spetrum we can
clearly identify the 8kHz leak signature.

™ NEEPVY A L
N S N I AR, 14,0 0 s
I N 1 A Y O B

Figure 5.11: Frequency Spectrum of High Pressure
Water Leak Sample 2

Looking at the two frequency spectrum side by
side we can identify some similarities and try to
grasp the spectral characteristics of high pressure
leaks.*

Spectrogram Comparison

Level (dB)
!

108
Frequency (Hz)

Figure 5.12: Similarities between the two Spectro-
grams

Figure 5.13: Frequency Spectrum of White Noise
for Comparison

Using Dynamic Time Warping we can further

confirm the similarities. If the alignment path is
diagonal, the two spectrograms are identic.
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b

Figure 5.14: DTW Alignement Path Principle[15]

DTW Alignment Path

Spectrum 2 Indices
o w ~
o] 8
3 3 3 8

5
38

2

100 150

Spectrum 1 Indices

200 250 300

Figure 5.15: Spectrogram Alignement Path (Sam-
ple 1 and 2)



5.2.4 Filtering

Figure 5.16: Isolated High Frequency Leak Compo-
nent

5.3 Data Transmission

Each data that are gathered by the sensors and
computed can be sent to different packets that have
been described in Chap. 4. However we now have
to take into account the physical layer and be sure
that it can be sent flawlessly through the pipe net-
work.

5.3.1 LoRa Module: SX1278

The choice we made for the LoRa module is plain
and simple, Semtech is a company well-known for
its SX127X line of product which can produce at dif-
ferent frequencies a PHY LoRa signal. Using one of
their product coupled with an antenna at 433M H z
can do easily the job. This module can send up
to 256 bytes of data, which is quite enough for our
application. Moreover because it is a well-known
product its price can be really low.

For the developpement side, we thought that this
module was so known that couple of libraries where
available, even for the "ESP-IDF" framework. But
no, we had to retro-engineer some of the libraries
made by others for other uC. Overall, this took
some time but the system is really robust and work
flawlessly.

Transmission Mechanism:

How It Works

We can send 256 bytes maximum, with a ToA
(Time over the Air) of approximately 14 seconds
maximum because we are on the 433 MHz frequency
which allows up to 10% of the duty cycle. Here is
how we setup each parameters of our communica-
tion:

5.3.2

e CR (Coding Rate): 3
e BW (Bandwidth): 125K H~
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SF (Spreading Factor): 10

PS (Preamble size): 8

DE (Low Data Rate Optimize): 1 (enabled)
IH (Header): 0 (no header)

PL (Payload Size): 140 (mazimum payload we
can send)

CRC (Cyclic Redundancy Check): 1 (acti-
vated)

From the data-sheet of the SX127X [16] we get the
following formulas:
1
" Rs
Tpreamble = (PS + 4.25)T's
8PL —4SF + 28+ 16CRC — 201 H
A(SF — 2DE)
Npayload = 8 + max(ceil[Payload](CR + 4),0)

Ts

Payload =

Tpayload = Npayload X Ts
Tpacket = Tpreamble + Tpayload

Via a numerical application we get the following for
140 bytes, which is the maximum we can send in our
tests:

8 x 140 —4 x 104+ 28 4 16

AN : Payload =
ayrod 4(10 - 2)
AN : Npayload = 8 + 288 = 296 Bytes
10
AN :Ts = .192
s 125000 = 8.192ms

AN : Thayiond = 0.0082(296 + (8 + 4.25)) = 2.525

So it takes approximately 2.5s to send this data
over the air. Which is in our case too much and
may not respect all the LoRa specifications, how-
ever this is for testing purposes and we can send
with no issue with a time interval of around 25s
(10% of the duty cycle)

Now that we know how much data we can send
to each node, how much time it takes to send the
data and how much we need to wait between pack-
ets. Remember that this is only for testing purposes
and that we may need to tweaks some parameters.
For example the Coding Rate could be lower, how-
ever it could cause some issues in term of distance.
Same for the bandwidth used.

Each node will be connected in a linear manner
for the public pipeline and may be in a star dispo-
sition for private pipelines. In this case we had to
think in a way to send data over the network. In
this case we send each packet to the closest node
possible using its signal strength and a set of pay-
loads that will map the network. Once this setup is
finished, each node can send to its nearest neighbor

= 288 Bytes



and the following node will do the same until it
reaches the Gateway. Here is an example schema
of the disposition:

Gateway

12~ (1)

//INodeA \J_—_E
: . S . S
Node C Node B E

Node D

Node E

Figure 5.17: Nodes-to-Gateway Mechanism

5.3.3 Real-World Testing: Perfor-

mance & Range

To test out the connectivity between nodes, we
wanted to do a simple setup. In pipelines there
will be multiple layers of concrete between nodes,
we have to make sure that the connectivity remains
intact when each node is disposed. We did a little
protocol that will follow these statements:

e A node sending data is placed in my home,
connected to "the pipeline".

e A master node will be connected with a bat-
tery and brought by me in my parking lot.

e The floor of the parking lot is beneath my
home, and between multiple layers of walls.

e I will walk until the signal cannot be reached
and write down the position.

Here is how the setup have been placed:

Figure 5.18: Home station:
through LoRa

The Node sending
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Master

Figure 5.19: Anywhere in the pipeline:
Node transferring data

I received no signal after around 85m which
is pretty good considering the price of each node
which is quite low. We can therefore send many
data and could tweak the parameters even more to
have a better bit-rate overall.

5.3.4 Internet Link: LoRa to MQTT

As you could have seen there was data on the screen
in the Fig. 5.3.3, this is because the Master Node
is constantly converting the data received from the
nodes to an MQTT packet in the . json format that
will be explained in the Sec. 7.2.1. Here is how the
data is converted:

:, R ).

ﬁ LoRa packet ‘ LoRa packet

{5 Converting
E3 wmQTT msg

Figure 5.20: Converting between a LoRa packet to
MQTT

In our example we only send a single payload
with a lot of data, but in the future there will be
multiple .json format to choose from. For now
the function used creates a static json that cannot
be modified in the future, but it will be rewritten
to accept any modification we could do in the fu-
ture. The server will be rewritten too in a much
lower overhead language like C or Rust. The use
of Python for now is only for demonstration pur-
poses, and next there will be a daemon running in

the background for ease of installation and use.



5.4 Supervised Approach:
Support Vector Machine

Support Vector Machine Principle

Support Vector Machine or SVM is a supervised
machine learning technique used to classify data by
finding the best hyperplane that separates different
categories (class). The main idea behind SVM is it
aim to maximize the distance (margin) between the
hyperplane and the nearest data points, this helps
ensure that the classification is robust because the
data is well split. SVM works very well for lin-
ear problems but can also handle non linear ones
by using kernels which are essentially mathemati-
cal functions that map data into a higher dimension
where it becomes easier to separate.
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Figure 5.21: SVM Principle[17]

In a nutshell, SVM tries to draw the most opti-
mal line or surface that divides the data into cate-
gories while keeping the line as far away as possible
from the closest point of each cluster of category.

Mathematical Hints

Equation of the Hyperplane In 2D, a line can
be written as:

y=wzr+b

where w is the slope, and b is the y-intercept. This
principle generalizes to a hyperplane in higher di-
mensions, but for obvious reasons a line is simpler
to visualize (one can only dream of visualizing a
42 dimension hyperplane). The goal of SVM is to
find the best w and b that maximizes the separation
margin.
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Margin Maximization The margin is the dis-
tance between the hyperplane and the closest points
from each class (the support vectors). SVM maxi-
mizes this margin which can be expressed as:

2
Margin = —
[[]]
where ||w|| is the amplitude (length) of the vector
w.

Constraint for Classification SVM ensures
that every data point are on the correct side of
the margin. For a data point z; with a label
y; € {—1, 1}, the constraint is:

yi(w-x; +b) > 1

This means that points labeled +1 (y; = 1) is on
one side of the hyperplane, and points labeled —1
(y; = —1) is on the other side.

Kernel when Things Goes Non-linear For
non-linear problems, SVM applies a kernel func-
tion to transform the data into a higher-dimensional
space where a hyperplane can separate them. For
example, a simple kernel function might be:

K(zi,75) = (2 - z;)°
In our case, to summary:

e The hyperplane is defined as w -z + b = 0.

e All points satisfy the condition

yi (w-x; +b) > 1.

e The margin = is maximized when training

the model to obtain the best classification.

Implementation: Collect the Samples

In order to train the model, we created two distinct
datasets: one representing leak acoustic signals
and the other one without acoustic signals. Each
dataset were composed of a 10s spectrogram sam-
ple under the two scenarios. The data was collected
using a serial connection to a WAL Node, and the
raw FFT data was saved into CSV files.

Once the data collected we could display it in a
friendly spectrogram manner as follow to check for

data integrity:
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Figure 5.22: No Leak 10s Spectrogram Dataset

Audio Spectrogram with Leak
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Figure 5.23: No Leak 10s Spectrogram Dataset

Training the Model

We implemented a SVN to classify audio data into
two categories: "Leak" and "No Leak". After col-
lecting the data we loaded it, added labels, and
combined the datasets for later processing.

We split the combined dataset into training
and testing sets to evaluate the model’s perfor-
mance. The features were standardized using a
StandardScaler to ensure that all features con-
tribute equally to the model. We trained a Support
Vector Machine (SVM) classifier with a linear ker-
nel on the training data.

After training, we made predictions on the test
set and evaluated the classifier’s performance us-
ing the following classification report and confusion
matrix.

21

Class Precision | Recall | F1-Score | Support
0 1.00 1.00 1.00 7
1 1.00 1.00 1.00 7
Accuracy 1.00 14
Macro Avg 1.00 1.00 1.00 14
Weighted Avg 1.00 1.00 1.00 14

Table 5.1: Classification Report

The classification report shows very good preci-
sion, recall, and fl-score for both classes indicating
that the model correctly identified all instances of
"Leak" and "No Leak" in the test set. This shows
that the model is highly accurate and performs well
on the dataset, but will the performances still be
good under real conditions? (c.f. next subsubsec-

tion).

Confusion Matrix ,
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Figure 5.24: Confusion Matrix of the Trained SVN
Model

Testing The Model

-
_\oonuomuusv

Figure 5.25: Left: Testing Script Right: Audacity
with Leak Audio

The model performs very well, it detects leaks even

with very low amplitudes.



Security and Energy
Management

6.1 Energy harvesting

6.1.1 Reflections

Due to a lack of time, we were unable to implement
a wireless energy solution. However, we would like
to share our reflections on this topic.

To begin with, it is important to note that en-
ergy harvesting from the environment is very com-
plex in our case. The nodes, which are equipped
with batteries, are buried underground, embedded
in concrete or installed on water pipelines. These
environments are not subject to significant ther-
mal variations and are stationary, making energy
harvesting highly challenging. Nevertheless, we
explored several methods:

Thermal Energy Recovery: We examined the
possibility of harvesting thermal energy by exploit-
ing the temperature difference between hot and cold
water. Hot water pipes, in theory, could provide a
heat source usable with thermoelectric materials to
generate electricity. However, this method is lim-
ited to hot water pipes, which represent a small
fraction of the total pipeline system.

P-Type Semiconductor

N-Type Semiconductor Cold Air Environment

Peltier Module
L

Hot Water Flow _>

I T Voltage

Temperature Difference between water and air can produce a useful voltage difference to power the project.

Figure 6.1: Thermal Harvester Principle

Vibrational Energy Recovery: Another op-
tion considered was harnessing vibrations caused
by water flow or pressure variations in the pipes.
Unfortunately, this approach proved unsuitable for
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our pipelines, as the vibrations were too weak to
generate usable energy.

Piezoelectric Material

[ Water flow —— J

Vibrations induced by water flowing in the pipes

Figure 6.2: Piezoelectric Harvester Principle

Electrochemical Battery: We explored the use
of electrochemical batteries that generate energy
from the soil surrounding the pipelines. This
method relies on reactions between two electrodes,
such as copper and zinc, with the soil acting as an
electrolyte. While promising for underground nodes
due to its simplicity and continuous operation, its
performance depends on soil composition, moisture,
and electrode durability, which require further op-
timization.

Y
1 .

Anode

. Cathode

Loil acting as an electrolyte solution

Figure 6.3: Electrochemical Battery Principle

We have also considered a solution for recharging
the batteries:

Induction Charging: One practical solution
would be to recharge the nodes via induction when
their battery levels become critically low. This ap-
proach would extend the lifespan of the nodes. This
approach, however, comes with several challenges,
such as penetrating multiple layers of material, pre-
cisely locating the node, and integrating a charging

system directly onto the nodes.



Electromagnetic Flux & Induced Electromotive Force
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Figure 6.4: Induction Charging Principle

Solar Powering: We can imagine powering the
nodes with tiny solar cells at the surface. The cells
would be directly connected to the node with thin
electrical wires. This solution has the potential to
provide an extended (if not nearly unlimited) lifes-
pan for the nodes. However, this solution is not
practicable in our case as it would require extensive
work to power all the individual nodes in the scaled
network.

Sun rays

Wi

Miniature solar cells

—p J

Figure 6.5: Solar Powering Principle

Although we were unfortunately unable to imple-
ment any solutions, we believe that, given more
time, the first solution to attempt would be in-
duction charging as its very interesting and to our
knowledge induction charging through concrete has
never been achieved.

6.1.2 Energy Consumption of one
node

We conducted energy consumption measurements
on the MARKI1 prototype under various processing
scenarios to evaluate its performance.

All measurements were performed under a strict
protocol to ensure data accuracy and reliability.
Each test was powered by a stable 5V power source
to maintain consistent conditions and eliminate po-
tential variations due to power instability.

The source code for the different scenarios used
during testing is available here.

Scenario Consumption in mA
IDLE 21.4mA

FFT COMPUTE 34mA

LORA_ RECEIVE | 30.6mA (idle) 31.1mA (rx)
LORA SEND 104.5mA
DEEP_SLEEP 3.9mA

Table 6.1: Consumption of MARK 1 Prototype

)

—
o
o

Consumption (mA

(S5
o

104.5
34 311
21.4
ﬂ 3.9
./
IDLE FFT RX X D_SLP
Scenarios

Figure 6.6: Scenario Energy Consumption Compar-

ison

We decide to go with the acu INR18650-25R of
samsung, it’s capacity is 2500 mA. And the node
will have two acu in parallel.

5000mA/4mA = 1282 hours

Around 52 days of autonomy in deep sleep Take
in account that we are only on prototyping so the
microcontroller may change and the consumption

too.

Cycle
T

Deep Sleep Mode T

Time

‘ Active Mode

Figure 6.7: Scheduling Example


https://github.com/what-a-leak/wal-embedded/tree/electrical-analysis

6.2 Security Features

6.2.1 Security Concern

Security is a crucial aspect of all projects involving
some sort of communication, especially in a Wire-
less Sensor Network where data integrity and con-
fidentiality are essential.

Context and Challenges

Our LoRa module (SX1278) operate on frequen-
cies ranging from 410MHz to 525MHz and is de-
signed for low power consumption and limited band-
width. Without any security features each sensor
node is vulnerable to every attack imaginable (re-
play attacks, data tempering, eavesdropping, over-
loading. ..). Consequently it is necessary for the
project to implement a security solution that pro-
tects data integrity and confidentiality without in-
troducing too much overhead.

6.2.2 Solution

We propose a lighweight security mechanism based
on pre-shared symmetric keys that use AES-128
encryption: each sensor encrypts its data using
AES in Cipher Block Chaining (CBC) mode with a
unique and randomly generated Initialization Vec-
tor (IV) for every message. The IV is then trans-
mitted with the actual message.

The issue with this method is that we have to
transmitt the Initialization Vector with each mes-
sage. Depending on the IV size (16 bytes usually)
this can add significant overhead, and with LoRa
(maximum packet size 256 byte) we can’t afford it.
This led us to think a new solution.

Instead of sending the whole Initialization Vec-
tor we can store a static decimated 14 byte version
on each nodes and only send two randomly gener-
ated bytes to complete the IV. This solution alter
AES security but this tradeoff is acceptable for the
application.

Moreover the Initialization Vector goal is to in-
troduce some randomness in the cryptographic pro-
cess in order to prevent replay attacks, but fortu-
nately our application transmitt FFT data in its
payload, but Fast Fourier Transformations induce
significant chaos and randomness which results in
the extremely low probability of message duplicata
thus naturally tampering potential replay attacks.

6.2.3 Implementation

In order to implement AES on the microcontroller
we first thought about implementing the algo-
rithm in bare-metal without library as its not

a particularly complex algorithm but we found
TinyAES (https://github.com/kokke/tiny-AES-c),
a lightweigh cross platform library.

It is important to note that AES can only encrypt
data in blocks of 16 bytes, so padding is necessary
to ensure that the data fits this requirement.

This is why we have incorporated PKCS#7 padding
to handle data whose length is not a multiple of the
16-byte AES block size. With this padding scheme,
we add extra bytes to the last block to align the
data lenght with the required block size.

Source code of the implementation: light-encrypt

Task]
Task]
d0 bO
f2 6¢
Task]

[Test
[Test
04 b4
95 b3
[Test

Original Message: Hello World
Encrypted Data:
la f1 c4 a6 94
4a ee fd 82 2c
Decrypted Message: Hello World

[Test
[Test
78 d8
d2 f7
[Test

Task]
Task]
3 74
a8 65
Task]

Original Message: Hello World
Encrypted Data:
04 7b fb 13 49
36 a3 01 39 cc
Decrypted Message: Hello World

In the demonstration above we can clearly see
the entropy implemented by the IV: while the clear
message is identical, the encrypted output is ab-
solutely different. This mechanism effectively pre-
vents replay attacks.
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Server Side Data Han-
dling

7.1 Principles

In this section, we will explain the data handling
system. Starting with the reception of the data on
the main server, to its local storage on a database
and finally, its processing to be handled by the user
interface system.

7.1.1 Generalities

This part has two main objectives : providing an
history and preparing the data for UI display. Main-
taining a history of sensor values is crucial in many
applications as it allows for trend analysis, anomaly
detection, and decision-making. By tracking past
data, users can identify patterns, predict future be-
havior, and take preventive or corrective actions. In
our case, this historical insight is very valuable as it
can help us in optimizing our system performance,
considering that the analysis of the data relies on
Machine Learning. The more we gather data, the
more we can train our model.

Our concept/product isn’t yet to be sold, but
we still explored the system up to the user experi-
ence. As so, we estimate that providing data to the
user is important because humans tend to enjoy ap-
plications that provide personalized, non-essential
insights, like reminders to water a plant or calorie
tracking. These features foster engagement and sat-
isfy the psychological need for awareness and con-
trol. We consider that this processing of the data
in view of displaying it is an legitimate part of the
project because after all, the social scale of innova-
tion cannot be neglected.

7.1.2 Processing Overview

The data processing workflow on the server fol-
lows a structured sequence to ensure smooth han-
dling. Firstly, the data is received from gateway and
passed to the Mosquitto broker, which facilitates re-
liable communication between the devices and the
server. Secondly, the server processes the incoming
data, performing validation checks to ensure the in-
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formation is complete and adheres to the expected
format. Once validated, the data is written into an
SQLite database, which serves as a secure and orga-
nized storage solution. Thirdly, the stored data is
retrieved and formatted into a structured JSON file,
making it easy to access and compatible with other
tools or systems. Finally, this JSON output is ready
to be used by the User Interface application (Mo-
bile Application and Website) . By following these
steps, the server ensures that data is systematically
received, stored, and prepared for visualization.

Here is a small schema detailling the process :

SERVER :
‘ DATABASE \

JSON

r

USER INTERFACE

Figure 7.1: Data Handling




7.2 Data Storage

To store the data, we’ve chosen to use a Database.
It allows for a precise manipulation of the data. For
this proof of concept, we’ve chosen to use SQLite for
it’s simplicity and lightweight for the Raspberry Pi.

7.2.1 Data Format

The expected data format to be received from the
broker is the following :

{
"node_id": [INT,
"mesure" : STRIN@,
"status":
"timestamp": 32,
"battery": E
"temperature":

}

7.2.2 SQL Tables

In our case, we mainly focused on one client’s ex-
perience to prove our concept. As so, our database
architecture was made as simple as possible. We
have two tables dedicated to our client, one to con-
tain static data and the other for dynamic data.
In fact, the logic behind it is that the nodes have
to upstream as little data as possible. We identi-
fied this bare minimum as the node’s ID for it to
be correctly identified, and the data of the measure
and the metadata surrounding it : measurements,
status of the node, battery, temperature and times-
tamp. Those data would be the dynamic data as
opposed to the static data, which are the node’s ID
and its localization, those data are not expected to
change regularly.

= Data Node

NodelD: INT(16) NodelD: INT(16)

Mesure: VARCHAR(255) €«— Localisation: VARCHAR(255)

|

Status: BOOLEAN

TimeStamp: VARCHAR(32)
Batterie: INT(16)

Temperature: INT(16)

Figure 7.2: SQL Tables

7.2.3 Database Improvements

This system can be improved on a full-scale archi-
tecture depending on the client’s need. We can
imagine that a large public or private structure own-
ing a large network of nodes, and needing more
confidentiality and security about those strategic
data, could be interested in his private database,
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possibly secured on a separated virtual machine.
Whereas a private household owning a few nodes
would cost less resources to have its data stored in
a shared database with other private individuals.
The improvements database side focus would prob-
ably be more oriented on user experience, such as
more static parameter for personalization : nick-
naming, alarm parameters, etc.

7.3 Server

In this section, we will explain how the server pro-
cesses the data. We will start with it’s asynchronous
reception through the Web, and will follow with it’s
automatized JSON generation. It is important to
note that for studying purposes, we have chosen to
use a Raspberry Pi for the free use it offers us. How-
ever, for a large scale deployment of our application,
a bigger server would be appreciable, allowing for a
more reliable experience, a better computing speed,
and a larger storage.

7.3.1 Data reception

To ensure an asynchronous data reception, we have
chosen to use Mosquitto (MQTT), because it offers
an open 24/24 port awaiting for data, while being
very lightweight and remarkably easy to configure.
On a side note, we ended up studying it in a courses
at INSA, strengthening the trust we gave it. It also
has the benefit of offering an included security mea-
sure that we will detail on the following part.

7.3.2 MQTT Security and Configu-
ration

To secure the connection to our server, we came up
with a few idea of protection around our MQTT
broker.

Starting with the simple yet efficient channel
credentials. This is a built-in feature of MQTT.
The channel (topic) we’ve chosen for the commu-
nication "sensors/data" can only be reached if the
sender include a username/password combination
that matches the one in the configuration file of the
server. Thus canceling potential pirate emission.

Our second security choice, was to configure the
firewall of the host of the raspberry pi to close other
ports than MQTT’s one. By knowing which precise
port is open and what for, we can more easily de-
termine if some event isn’t legitimate.

On data arrival, the JSON file that went through
the two precedent securities is now analyzed to en-
sure it’s format is compliant with the system. If one
of the data contained within has an unexpected for-
mat, the packet will be thrown away. Thus limiting

the options for a potential attacker.



7.3.3 User output Data formatting

To ensure a smooth user experience, as the data is
getting stored in the database, the server starts up-
dating the JSON file used to display the data in the
user interface. It will choose the nodes that are cor-
respond to the user, and get all the datas collected
by this node to put it in the JSON.

This operation can be adapted for depending
of the usage that is awaited of the data. If the
client thinks that data’s which are more than three
months old are not relevant, they wont be added
anymore to the JSON, will staying in the database.
This part really depends on the user’s feedback.

7.3.4 Possible improvements

There are several improvements possible for the
Server. As mentionned before, a material improve-
ment is a must if the project comes to being com-
mercialized. Some proper infrastructure would be
way more relevant than an micro computer in pretty
much every aspect.

However, on the functionality side, there also
some improvements that would definitely greatly
improve our system. The most important one is def-
initely to offer a more important role to the server
in determining if weather or not there is a leak, or
if there is an abnormal behavior. To achieve that
goal, with the consent of our customers, the pooling
of the data in a common dataset would be benefi-
cial to our machine learning model greatly. With a
more diverse dataset on the water usage of different
user, the model would have more information to rec-
ognize a leak’s pattern. This is important because
depending on the material, the size of the pipe or
the distance between two nodes, the results while
offering similarities, would be very different in term
of absolute data. Thus, strengthening our model
even more, and possibly re-deploy it on the current
nodes as a software update.

This is one possible improvement, bu many more
are probably yet to be found.
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User Interface

8.1 Website

In this part, we will explain how the website work.
We decide to implement one to follow the course of
our applications and see the collected data from a
laptop everywhere in the world.

8.1.1 Why did we choose maven

Maven is an essential tool for development projects
due to its ability to efficiently manage dependen-
cies, standardize project structures, and automate
processes such as compilation, testing, and deploy-
ment. In our fifth year, where projects become more
complex and collaborative, we had the opportunity
to use Maven and become familiar with it. This
explains why we chose to use it for our project.

8.1.2 Springboot and maven

Spring Boot is an essential framework for develop-
ing modern Java applications, as it simplifies con-
figuration and provides a ready-to-use environment
to quickly start a project. In our fifth year, where
we worked on projects requiring complex features
like REST API management or database connec-
tions, Spring Boot allowed us to save time. This is
why we used it in our project, applying the skills
we have acquired.

8.1.3 Database Connection

To link with the database that retrieves node val-
ues, we use a JSON file generated by the data man-
agement system. This file includes all the relevant
tables and is parsed by the web server to extract
the required information.

8.1.4 User Identification

In terms of security, we decided to use a user and
password system. This system was designed to
make the website robust against SQL injection,
thanks to the java code in the website’s backend.
The user and password are propagated on each page
thanks to a backup system that removes access if
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the web page is left. The credentials are stored in-
ternally and are only accessible to the server and
therefore the administrator.

Below you can find our user identification page.

what a leak

Figure 8.1: Identification feature

8.1.5 Which feature has to be imple-

ment

Focusing on the core principles of our system, we
first implemented essential functions to inform users
about potential leaks. This includes displaying a
message indicating whether a leak has occurred and
specifying the affected node, as shown in the screen-
shot below.

# No problems detected. No leaks detected! ¥

Figure 8.2: Leak Detection

With this functionality in place, we decided that
a graph visualizing the FFT (Fast Fourier Trans-
form) would be a useful addition. It helps with de-
bugging and provides a means to monitor the data
effectively. Thus, we implemented the Graph Visu-
alization page.

Figure 8.3: Graphic display

Next, we thought it would be beneficial to track
the battery levels of each node to facilitate quicker



interventions in case of failures. This idea led to the
creation of the Battery Level page.

Battery Level

Node 1: 50%

Node 2: 25%

Node 3: 100%

Node 4: 0%

Figure 8.4: Battery level

For convenience and as a reminder, we also in-
cluded a link to our GitHub repository, where the
entire project is hosted.

Meet Our Team

Discover the talented people behind the project and check out our work on GitHub.

‘Yann Jobard
Lead Developper

Cédric Chanfreau
Head of Research

Robin Marin Muller YYohan Boujon
cto Software Architect

Cyril Vasseur
Scrum Master

Figure 8.5: Team presentation

Finally, we designed a Home Page to simplify
navigation across all the pages of our application.

# No problems detected. No leaks detected! ¥

Welcome Cyril on What a Leak!

See leak detection chart

See battery level

Our team and the project

Log out

Figure 8.6: Home for the website

8.1.6 Wesbsite online how to?

The web server runs locally on the Raspberry Pi.
It is accessible externally through port forwarding,

which maps a public IP address to the Raspberry
Pi’s private IP address.

8.1.7 Limit and improvement

For now, the system operates locally on a Raspberry
Pi. If the project progresses beyond the prototype
stage, it would be beneficial to acquire a domain
name and a dedicated server. For example, the do-
main name could be something like www.wal.com.

One of the main limitations of the system is that
the REST architecture behind the website is quite
challenging to maintain without breaking the web
page. It might be worth considering redesigning the
structure using a microservices architecture, which
would make maintenance and updates easier.

8.2 Mobile Application

8.2.1 Choice of React Native and
Expo

React Native and Expo were chosen for the develop-
ment of our mobile application due to their ability
to simplify cross-platform development.

React Native allowed us to write code in
JavaScript and React that can be compiled into na-
tive code for both iOS and Android platforms. One
of the benefits is that it reduces development time,
as there is no need to maintain separate code bases
for each. Moreover, React Native offers a good li-
brary of pre-built components and a large commu-
nity of developers, which facilitates rapid develop-
ment and troubleshooting.

Expo simplified the initial setup of What a Leak
app by providing a suite of tools and services that
streamline the development process. With Expo,
we quickly set up a new project, with broad access
to native APIs. Its managed workflow handles com-
plexities like build configurations and dependency
management, allowing us to focus on application
functionality.

8.2.2 Architecture of the Applica-
tion
The application architecture is designed with a clear

separation of each page. The main components of
the architecture include:

e assets: Contains static resources such as im-
ages, icons, and other visual assets.

e Config: Stores and manages node data, in-
cluding battery, vibration, sound levels, and

leak status in a specific positions.



e Screen: Houses the main screens of the appli- e DashboardScreen: Overview of the nodes,

cation, such as the Dashboard, Profile, Leak including their battery levels and leak detec-
Detection, and Statistics. Each screen focuses tion status. It also includes a weekly statistics
on a specific feature and handles its corre- graph.

sponding UT and logic.
- |
e App.js: Serves as the entry point of the ap-

plication. It manages the navigation between @ @ @
screens by calling Navigation.js. O 1% ® o

Leak Detected

e app.json: Defines the app configuration, in-
cluding metadata such as name, version, and
assets bundling.

I Config e N
9 Ll A
B Screen
I assets Figure 8.9: Dashboard Screen
3 .gitignore
e HistoricScreen: Shows the history of node
3 Appjs activities and their positions on a map. Users
can navigate to detailed node information.
[ LICENSE
[ READMEmd
o
(3 appjson
7407 —
Figure 8.7: Application Workspace
8.2.3 Screens and User Interface 9
The main features of the application are imple- (e Y s )
mented on several screens, each designed to provide s w a4
a smooth user experience:
e WelcomeScreen: Displays a welcome mes- Figure 8.10: Historic Screen

sage and the app logo when the app is
launched. It transitions to the Home Screen

after the mobile application loads e LeakScreen: Lists the history of detected

leaks with details such as date, water con-

e HomeScreen: Provides options to log in or sumption, vibration level, sound level, and lo-
close the app. It serves as the main entry cation. It also provides a contact button to
point for users. reach a professional.

0

Welcome to the App

Login

Close App

Figure 8.8: Home Screen Figure 8.11: Leak Screen




e StatisticsScreen: Provides detailed statis-

include the latest changes. This ensures that the ap-

tics on water consumption, with options to plication is always up-to-date with the most recent

view data by week, month, or year.

Water Consumption

Figure 8.12: Statistics Screen

8.2.4 Features implemented

The application reads the battery level, vibration
level, sound level, and leak detection status from
the database JSON file located in the Config di-
rectory. This JSON file is synchronized with the
server to ensure that the data is always up-to-date.
The application displays this information on vari-
ous screens, such as the Dashboard and Node Info
screens, providing users with real-time insights into
the status of their nodes.

8.2.5 Future integration

Future integration plans include enhancing the ap-
plication’s ability to handle and process more data
stored in JSON format. We plan to integrate more
detailed analytics and reporting features that will
utilize data to provide users with deeper insights
into their water usage patterns and leak detection
history. Moreover, we aim to implement real-time
notifications to alert users immediately when a leak
is detected, ensuring prompt action can be taken.
User authentication will be integrated to allow mul-
tiple users to manage their own profiles and data
securely. Advanced analytics features will be added
to provide deeper insights into water usage patterns
and potential areas for improvement, helping users
to optimize their water consumption and detect is-
sues more effectively.

8.2.6 Development and Deployment

The development and deployment process involves
generating an APK (Android Package) or IPA (i0S
App Store Package) for the application. This
APK/TPA is created using Expo’s build tools, which
package the application for installation on Android
or iOS devices. FEach time a modification is made
to the application, a new generation is required to
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features and fixes before being deployed to users.

8.2.7 Challenges and Solutions

During the development of the application, several
challenges were encountered and addressed:

e Cross-Platform Compatibility: Ensuring
the application works seamlessly on both i0OS
and Android devices. This was addressed by
using React Native’s cross-platform compo-
nents and Expo’s managed workflow.

Data Synchronization: Keeping the local
data in sync with the remote server data.

Performance Optimization: Ensuring the
application performs well, especially when
handling data. This was addressed by opti-
mizing the data fetching and rendering pro-
cesses.

In summary, the mobile application leverages
React Native and Expo to provide a robust and
efficient solution for monitoring and managing wa-
ter usage and leak detection, with future plans to
enhance functionality and user experience.
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Results and Discussion

9.1 Experimental Results

The experimental phase of the project provided sig-
nificant insights into the performance and limita-
tions of the system. Below are the key findings:

Achievements

e Leak Detection and Signal Classifica-
tion: Controlled tests confirmed accurate
leak detection and effective signal classifica-

tion, meeting the initial project objectives.

Communication Reliability: The system
demonstrated successful LoRa communica-
tion, even in noisy environments, ensuring ro-
bust data transmission between nodes.

Integration with Applications: Effec-
tive communication between nodes and the
website/mobile application was established,
showcasing a functional end-to-end solution.

Scalability: The modular architecture allows
for the integration of additional sensor nodes
or functionalities in the future.

Security Concerns: Steps were taken to an-
ticipate for potential cybersecurity attacks on
different steps of the processing.

Advanced Machine Learning on the
Edge: Successfully implemented on-device
machine learning models to enable real-time
data analysis and decision-making without re-
lying on server processing.

Project Development: The Agile method-
ology facilitated steady progress, resulting in
a fully operational Mark 1 prototype, with
Mark 2 currently in development.

Teamwork and Collaboration: The pro
ject benefited greatly from excellent teamwork
and collaboration, enabling efficient problem-
solving and innovation.
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Limitations

o Battery Management: The current proto-
type lacks an integrated battery management
system. While inductive charging and opti-
mized consumption were considered, they re-

main unimplemented.

Signal Interference: High-noise environ-
ments introduced signal interferences that oc-
casionally impacted communication reliabil-

ity.

Real-World Testing: The prototype has
not been tested under real-world conditions,
limiting the evaluation of its performance in
practical applications.

Physical Model Efficiency: The current
physical prototype is less effective than antic-
ipated, requiring redesign or professional as-
sistance to enhance its performance.

Network Dependency: The Gateway to
Server communication relies on a stable net-
work, which could be a limitation in remote
or unstable environments.

Future Improvements that can be im-
plemented

To address the identified limitations and further
refine the system, the following steps are recom-
mended:

Battery Management: Implement an in-
ductive charging solution and optimize energy
consumption to increase node autonomy.

Improved Signal Processing: Refine the
AT models for better accuracy in signal clas-
sification and noise handling.

Expanded Testing: Install the network in a
larger and more realistic prototype model to
evaluate its performance in real-world scenar-
ios.

Accurate Leak Localization: Improve leak
localization to centimeters scale with better
data overlapping and triangulation.

Physical Model Redesign: Collaborate
with a professional to redesign and build a
more effective physical model to support the
system’s functionality.

User Data Pooling: Create a common
dataset made of every user’s data to improve
the machine learning model with more scenar-
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e IPv6 6Lo-WPAN for Integration for
Large Scale Deployment: Integrating IPv6
6Lo-WPAN could facilitates seamless integra-
tion with existing IP-based networks, which is
more suitable for large-scale deployments

. HW
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